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Amendments to the Claims: 

This listing of claims will replace all prior version, and listings, of claims in the 
application: 

Listing of Claims: 

1. (currently amended) A method comprising: 

causing a processor to obtain a random number from an integrated circuit: 

receiving a processor identifier; 

receiving a seed stored in a non-volatile memory; a«4 

hashing said random number said processor identifier and said seed to develop a 
device key ; and 

generating a certificate . 

2. (canceled) 

3. (currently amended) The method of c l a i m 2 i ncluding claim 1 . wherein the operation 
of receiving a processor identifier comprises caus i ng a proc e ssor to e x e cut e i n s truct i on s 
to obta i n obtaining a processor serial number. 

4. (original) The method of claim 1 including obtaining said processor identifier by 
executing instructions at the operating system kernel level. 

5. (canceled) 

6. (currently amended) The method of €tatm-& claim 1 including causing the processor 
to send said certificate to said integrated circuit. 
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7. (currently amended) The method of claim claim 1 including causing said integrated 
circuit to validate said certificate and process said certificate to generate a new device 
key. 

8. (currently amended) The method of claim 7 including encrypting [[a]] the new device 
key using a current device key and wr i t i ng sending the encrypted new device key back to 
the processor. 

9. (currently amended) The method of claim 7 including writing said new device key into 
a memory in said integrated circuit. 

10. (currently amended) Th e m e thod of cla i m 1 inc l ud i ng A method comprising: 

receiving a processor identifier; 

receiving a seed stored in a non-volatile memory; 

hashing said identifier and said seed to develop a device key; 

sending said device key to a head end; and 

receiving a digital television broadcast from [[a]] said head end and s e nd i ng sa i d 
d e v i c e k e y to said h e ad e nd . 
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1 1 . (currently amended) An article comprising a medium storing instructions that enable 
a processor-based system to: 

cause a processor to obtain a random number from an integrated circuit; 

receive a processor identifier; 

receive a seed stored in a non-volatile memory; a«4 

hash said random number said processor identifier and said seed to develop a 
device key ; and 

generate a certificate . 

12. (canceled) 

1 3. (currently amended) The article of claim 12 furth e r stor i ng 1 1 , wherein the 
instructions that enable the processor-based system to receive the processor identifier 
comprise e x e cut e instructions to obtain a processor serial number. 

14. (original) The article of claim 1 1 further storing instructions that enable the 
processor-based system to obtain said processor identifier by executing instructions at 
ring 0. 

15. (canceled) 

1 6. (currently amended) The article of c l a i m 15 claim 1 1 further storing instructions that 
enable the processor-based system to send said certificate to said integrated circuit. 

17. (currently amended) The article of daiffi-4& claim 1 1 further storing instructions that 
enable the processor-based system to cause said integrated circuit to validate said 
certificate and process said certificate to generate a new device key. 

18. (currently amended) The article of claim 17 further storing instructions that enable 
the processor-based system to encrypt [[a]] the new device key using a current device 
key. 
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19. (currently amended) The article of claim 17 further storing instructions that enable 
the processor-based system to write said new device key into a memory in said 
integrated circuit. 

20. (currently amended) Th e art i clo of c l a i m 1 1 furth e r An article comprising a medium 
storing instructions that enable the a processor-based system [[to]] to: 

receive a processor identifier; 

receive a seed stored in a non-volatile memory; 

hash said identifier and said seed to develop a device key; 

send said device key to a head end; and 

receive a digital television broadcast from the head end and s e nd sa i d dev i co key 
to sa i d h e ad e nd . 
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21. (currently amended) An integrated circuit comprising: 

an interface to couple said circuit to a processor-based system; 
a transport demultiplexer coupled to said interface to receive audio/video content 
information; 

a key logic circuit to extract a device key from a bit stream including a processor 
serial number and a device key seed; an4 

a memory to store said device ke y; and 

a bus that couples said interface, said transport demultiplexer and said key logic 

circuit . 

22. (original) The circuit of claim 21 wherein said memory is part of said transport 
demultiplexer. 

23. (canceled) 

24. (original) The circuit of claim 21 wherein said key logic circuit generates a random 
challenge on request from said processor-based system. 

25. (currently amended) The circuit of claim 21 wherein said key logic circuit receives a 
certificate from said processor-based system and processes said certificate to generate 
a new device key. 

26. (currently amended) The circuit of claim 25 wherein said key logic encrypts [[a]] the 
new device key using a current device key. 
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27. (currently amended) A processor-based system comprising: 

a processor that stores instructions that enable said processor to obtain a 

processor serial number; 

a non-volatile memory, coupled to said processor, to store a device key seed; and 
an integrated circuit coupled to said processor, said integrated circuit including a 

key logic circuit that generates a random challenge upon request from said proc e ssor 

processor; 

wherein said key logic circuit extracts a device key from a bit stream including the 
processor serial number and the device key seed . 

28. (canceled) 

29. (currently amended) The system of c l aim 28 claim 27 including a memory in said 
integrated circuit, said key logic circuit enabling said device key to be stored in said 
memory. 

30. (original) The system of claim 29 wherein said integrated circuit includes a transport 
demultiplexer that receives content from an external source, said memory being included 
as part of said transport demultiplexer. 
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